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collect sensitive data with a with Guarded Expressions (GEs). 2. Start Dates and End Dates limited between = so% a it
wide array of sensors from It is a mechanism of factorizing policies by exploiting \ 02/01/2018-04/30/2018 Y T 40%
thousands Of users 1n real_time. = IS indexeS Cl‘eated on the database. 30%
. t oried Feal S It scans policies to check for common terms that use o -
° O prevent unautnoriZea access onitor Transport . . 10%
to this data, the database stores available indexes and groups the terms as a guard term. — T?n?ie;;:n;:?ndggge . oo -
access control policies that are \\ / pQuener-IS o Vistor timestamp n Alow 2re orie 1oP-I0 2P0
e HIpOse 15 space-Usage working hours POLICIES PER QUERY
specified by the user.
+ To retrieve any data, the Factorization with a Guarded Expression UsrSampng o T TR m e
database needs to be queried. Z—S'me”ea‘””g il
Policies in Database o Poleyleoning Quey roning Hit: No guard generation or regeneration
Soft-Hit: Guard regeneration required
 Rewritten D v on requ
- ice: OC= iss: Guard generation required
[ Query / with every :> atabase 1. QC=John, Alice; OC=after 9AM, at FAB130,KM(C245 8 q
T Template 1 Template 2 Template 3
pOliCy Eve ry p oli cy evaluated . Location-hased User-specific Aggregate by location
2. QC=Alice, Bob; OC=after 1M, at FAB130, CH130 I 0 An increase in the number of policies per query
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